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METHOD AND APPARATUS TO PROVIDE
SECURE PURCHASE TRANSACTIONS
OVER A COMPUTER NETWORK

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention generally relates to a system for
providing security for purchase transactions made over a
network and more particularly to an improved security
system that only stores and provides encrypted information.
Additionally, the invention relates to a system for providing
customer controlled rules, including time and value limits,
for purchase transactions made over a network.

2. Description of the Related Art

The increase in popularity of personal computers and of
networks connecting personal computers has caused a dra-
matic increase in electronic commerce (e-Commerce) in
recent decades. One example of a very popular network is
the World Wide Web (WWW) or Internet. However, one
aspect that has been hampering e-commerce is the inability
to provide a convenient and secure payment system.

Many conventional e-commerce payment systems require
elaborate passwords/encoding algorithms that are cumber-
some and not user-friendly. Other conventional e-commerce
payment systems require all parties involved to agree on a
security format. Such systems suffer from the disadvantage
that only those parties that have joined the “club” and have
agreed to the specific encoding format can participate.
Considering the rate at which merchant sites are being added
and withdrawn from current networks (e.g., Internet), requir-
ing merchants to agree on a specific format is unrealistic.

Other e-commerce payment systems require prepayments
to a third-party vendor that, in turn, issues a coded credit
against that deposit. Besides creating yet another layer to
online transactions, these “wallet” and “Internet cash” pro-
grams also create another layer of exposure for the custom-
er’s information. Additionally, these systems require that
both the customer and merchant register to participate in the
various versions of these systems.

Still other e-commerce payment systems require the user
to purchase specific hardware (e.g., a credit card reader) that
is proprietary in nature and awkward to install and use. In
addition, the user is required to transport the hardware
device if purchases are to be made at other computers, which
hampers this type of payment system.

No matter the payment system, the common thread shared
by conventional systems is that the customer must provide
private information in order to complete a transaction—to
the merchant, to a potential third-party, and to the mer-
chant’s financial institution. This requirement is the biggest
impediment to conventional systems because of the expo-
sure to the customer, perceived or otherwise. Whether the
customer obtains additional hardware or merely entrusts
private information to third-party vendors, the customer’s
information ends up stored in someone else’s database. The
vulnerability of these stored records is a matter of deep
concern to potential customers and to policy makers.

The problem is a matter of how many times a customer
must expose private, sensitive, and/or confidential informa-
tion in order to transact business over a network environ-
ment such as the Internet.

SUMMARY OF THE INVENTION

It is, therefore, an object of the present invention to
provide a structure and method of securing purchase trans-
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actions over a computer network. The invention encrypts
customer information as a customer code on a storage device
on a customer computer (the customer computer is con-
nected to the computer network). Then the invention sup-
plies the customer code to a merchant in a purchase trans-
action over the computer network and forwards, or allows
the merchant to forward, the customer code to a financial
institution over the computer network. The financial insti-
tution decrypts the customer code, verifies the information,
and returns a purchase authorization decision to the mer-
chant over the computer network.

An important feature of the invention is that encoded
customer information, such as credit card numbers
(“customer code”), is not available to merchants and,
therefore, is not vulnerable to the merchant’s security or
privacy entrustments. The customer code is stored on the
customer’s storage device only, and it is in encrypted form.
This allows the customer to complete merchant transactions
without revealing certain of the encrypted information to the
merchant, such as credit card numbers. The financial insti-
tution compares, inter alia, the customer address with his-
toric address information of the customer maintained by the
financial institution. Customers may maintain more than one
authorized shipping address. The purchase authorization
decision is approved only if the customer address and the
historic address are consistent. If authorization is not
approved, on the basis of incorrect address information, the
options to the financial institution include: 1) approving the
transaction with the corrected address; 2) approving the
transaction subject to the customer updating his/her address
information prior to the issuance of the authorization code;
and, 3) declining authorization.

Securing the customer’s information before it is exposed
to a network environment allows the customer to retain
control and expand the use of his/her credit facility online.
This is a paramount difference between the present invention
and conventional e-commerce payment systems.

The present invention allows the customer to access
his/her information by means of a personal key, or access
code, however only the financial institution and its agents
possess the decryption key, or code. Thus, the invention
provides secure use of the customer’s information without
adding layers or third-parties and without exposing that
information to a myriad of databases. In the preferred
embodiment, the customer code includes encrypted credit
card information.

In an additional embodiment, the invention can encrypt
many customer codes on the storage device. Each of the
customer codes can include a unique payment method.
Alternatively, one group of the customer codes can identify
a single credit organization for payment, wherein each
customer code in the group includes a different user name.
This allows each customer code in the group to include
unique credit limits and allows the customer to authorize
additional users for a single credit organization or facility.
The invention also uses a password on the customer com-
puter to unlock the customer code.

In another embodiment, the invention comprises a system
that operates on a customer computer. The inventive system
includes an encrypter adapted to encrypt customer informa-
tion as a customer code on a storage device on the customer
computer and a populator adapted to supply the customer
code to a merchant in a purchase transaction over the
computer network. The customer computer includes a net-
work connection adapted to forward the customer code to a
financial institution over the computer network. The finan-
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cial institution decrypts the customer code and returns a
purchase authorization decision to the merchant over the
computer network.

The customer code preferably includes encrypted cus-
tomer address information, and the system further comprises
a comparator located at the financial institution. The com-
parator compares the customer address with a historic
address of the customer maintained by the financial institu-
tion. The purchase authorization decision is approved only if
the customer address and the historic address are consistent.

The system can optionally include an intermediate code
confirmation site, external to the customer computer, and
connected to the computer network. The intermediate code
confirmation site receives the customer code prior to for-
warding the customer code to the financial institution over
the computer network. The intermediate confirmation site
confirms whether the customer code has a proper encryption
format.

The encrypter can also encrypt a plurality of customer
codes on the storage device. As mentioned above, each of
the customer codes can include a unique payment system or
a group of the customer codes can identify a single credit
organization for payment. Each customer code in the group
can have a different user name and unique credit limits. The
inventive system also includes a graphic user interface that
can receive a password on the customer computer to unlock
the customer code.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, aspects and advantages
will be better understood from the following detailed
description of a preferred embodiment of the invention with
reference to the drawings, in which:

FIG. 1 is a schematic architectural diagram of one
embodiment of the invention;

FIG. 2 is a flow diagram illustrating an embodiment of the
invention; and

FIG. 3 is a flow diagram illustrating an embodiment of the
invention.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS OF THE INVENTION

Referring now to the drawings, and more particularly to
FIG. 1, a schematic diagram of a preferred embodiment of
the invention is illustrated. More specifically, FIG. 1 illus-
trates a personal computer 100 connected to a network 170.
In addition, a code confirmation site 130, merchant site 140,
financial institution 150, and credit agency 160 are also
connected to the network 170. The arrangement of features
shown in FIG. 1 is arbitrarily selected in order to illustrate
the invention. One ordinarily skilled in the art would under-
stand that many other arrangements of items could be
utilized with the invention.

The personal computer 100 (which is sometimes referred
to herein as the “customer computer”) comprises any form
of computing device that is capable of connecting with the
network 170. Therefore, the customer computer 100 can
comprise a standard desktop personal computer, a mobile
computer, a personal digital assistant, a cell phone, etc. In a
preferred embodiment, the customer computer 100 includes
a graphic user interface (GUT) 110, and a storage device 112,
such as a magnetic hard drive or other read/write storage
device. In addition, the customer computer 100 includes an
encrypter 114, a network connection 116, a populator 118
and central processing unit (CPU) 120.
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The financial institution 150 includes a database of his-
torical addresses 154 obtained from the credit agency 160
and a comparator 152 that is utilized to check customer
addresses, as discussed below.

The operation of the system shown in FIG. 1 is illustrated
in flowchart form in FIG. 2. More specifically, the inventive
system is added to the customer’s computer 100. Using the
graphic user interface 110, the customer preferably creates a
password as shown in item 200 that will allow future access
to the inventive system. The customer then supplies personal
information such as Social Security number, address, date of
birth, relatives’ names, credit card information, banking
information, employment information to the inventive sys-
tem through the graphic user interface 110. The encrypter
114 immediately encrypts this information and stores the
encrypted information as a customer code on the storage
device 112, as shown in item 202.

An important feature of the invention is that the custom-
ers’ personal information is only stored in encrypted form.
Therefore, if an unauthorized user were able to access the
user’s storage device 112, the customers’ personal informa-
tion would be secure because of its encrypted nature.

The encryption process has three elements: 1) the encryp-
tion code itself, which is pared to the decryption code
maintained by the financial institution; 2) the customer’s
private key, password and/or personal access code, which is
created and controlled by the customer for accessing the
encrypted information; and, 3) the customer’s computer’s
system identifier that requires that the encrypted information
may only be accessed on the customer’s computer. Once the
customer’s information is entered, these three elements and
the need to re-enter any of the information becomes trans-
parent to all parties during any e-commerce transaction (e.g.,
dual key or public key).

If the encryption code were to fall into the hands of an
unauthorized party, access to the information would still
require the customer’s private key plus access to the infor-
mation from customer’s specific storage system (e.g., cus-
tomer’s computer’s system identifier). An unauthorized user
would need the decryption code to access the information,
which code is maintained only by the financial institutions
(credit issuers) and their authorized agents. This element of
the “public key” or “dual key” format of the preferred
embodiment of the present invention enhances the security
of the customer’s information.

Even if an unauthorized user overcomes the foregoing
safeguards, the present invention requires the user to supply
an authorized shipping address; a procedure that requires a
separate secured transaction with the financial institution,
confirmed by e-mail to the customer. Such steps make
impractical the unauthorized access.

In another embodiment of the invention, the user can
create multiple customer codes, each of which could include
a different credit agency (e.g., a different credit card).
Therefore, the invention allows the user to create a customer
code for each of the credit cards the user owns or for
multiple, authorized users of a single card.

In addition, many customer codes can be created for the
same credit card. These additional customer codes can
include different spending limits. This allows the user to
establish different customer codes for budgetary or other
similar reasons. For example, with the invention, a user
could create customer codes for different items of a personal
or business budget. Upon reaching a spending limit, no
additional transactions (purchases) could be performed until
the budget information is changed or updated. The budget
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plan could be updated automatically to allow periodic bud-
gets to be automatically implemented. An example of this
could include one customer code that uses a credit card to
pay monthly charges to an internet service provider (ISP) for
a specific period, e.g., one year. The customer code would
include a monthly limit of the monthly ISP fee and a
twelve-month limit on the transaction. The additional advan-
tage to the customer of this embodiment is the ability to
amend or cancel the transaction at any time by changing the
stated limits.

Similarly, parents could create customer codes for each of
their children, where each customer code potentially
includes a different spending limit. In one embodiment, the
spending limits can be updated periodically to provide a
periodic allowance. This aspect of the invention allows
parents to establish a monthly Internet-allowance for a child.
The parents establish a separately authorized customer code
together with periodic limits (e.g., monthly or weekly). The
effect of this is that the parent would control the establish-
ment and use of authorized sub-accounts.

The effect of these aspects of the invention is that the
financial institution would continue to control qualifying a
customer for credit; however, the customer would enjoy an
increased control over and use of that credit.

The customer codes preferably includes the name, address
and credit card number of the user in encrypted form. Once
the customer codes have been established and stored in
encrypted form on the storage 112, the invention operates in
the background on the customer’s computer 100 until the
customer desires to make a purchase over the network 170.
At the time of a purchase, the graphic user interface 110
provides the user with different payment options (customer
codes). After the user selects the appropriate customer code,
the populator 118 prepares to send the customer code to the
merchant’s site 140 by issuing an instruction to send the
customer code out on the network 170 directed to the
merchant site 140, as shown in item 204.

The operation of the functions in item 204 are shown in
greater detail in FIG. 3. More specifically, the invention
provides for the customer code to automatically populate the
appropriate “checkout” box of the merchant site 140 using
the populator 118. As shown in FIG. 3, when the customer
gets to a checkout (purchase) window of a merchant site,
(300) the customer places the cursor into the appropriate box
(e.g., the credit card number field, customer code data fields,
etc.) 302. Many merchant sites 140 may not have space for
the customer code data field; therefore, the invention allows
the credit card number field/box(or other similar payment
field) to be used by the merchant site. The encrypted
customer code data field is longer than credit card numbers.
Therefore, the only modification needed by the merchant
site 140 to accommodate the invention is to allow longer
encrypted data strings to be accepted by the credit card
number field.

Once the user places the cursor in the appropriate box,
they press a pre-established function key on the keyboard (or
select a button on the graphic user interface) (304), which
brings up a user ID and password entry pop-up window
(306). Upon entry of the proper user ID and password, the
entire customer code is populated (written to) the field on the
merchant site (another embodiment of this step may include
a “rule wizard,” as discussed below). The user does not need
to enter their name, address, etc. because all such informa-
tion is contained in the customer code. As discussed below,
upon approval of the credit transaction, the financial insti-
tution 150 will return name, shipping address and credit

10

15

20

25

30

35

40

45

50

55

60

65

6

authorization number (not credit card number) to the mer-
chant site 140 so that the user does not need to input such
information.

If multiple customer codes are established for different
credit cards, the user can select a customer code, which
includes information as to a credit card with a sufficient
credit limit, desirable interest rate, etc. to make the purchase.
The customer code itself is the encrypted personal informa-
tion data stream and can be somewhat lengthy. Therefore,
the graphic user interface provides a user-friendly selection
menu with abbreviated names. For example, in one
embodiment, a pull-down menu with credit card abbrevia-
tions (306) is provided to allow the user to select the
customer code to be used. If the user has established only
one customer code, the pull down menu will include only
that single customer code abbreviation. In a similar manner,
different budget categories or children’s names could also be
utilized as the abbreviated names in the pull-down menu to
select the appropriate customer code.

The user ID’s are the customer codes abbreviations. An
error message is generated if the user ID/password is incor-
rect (310) and processing returns to box 304 to retry the user
ID/password. As is well-known a limited number of retries
of the user ID/password will be allowed.

If the password/user ID is correct (308), the customer has
the option to set up rules regarding payment (312), such as
the automatic monthly ISP payments discussed above. If no
special rules are to be established for payment, a single
direct payment scheme is assumed and processing proceeds
to box 316. On the other hand, if payment rules are to be
established, another window pops-up (314) to lead the
customer through a wizard to setup payment options such as
transaction amounts, total credit limits, and/or time frames,
etc.

In item 316, the invention then takes the previously
encrypted sensitive customer data, and adds to it a purchase
specific transaction number and rules (if any). The invention
also encrypts such additional data (transaction number,
rules, etc.) before attaching necessary routing information,
and automatically populates the complete customer code
into the customer code data field or credit card field 302. As
mentioned above, the customer code is the encrypted data
string of a number of data pieces including credit card
number, rules, transaction number, customer name and
address, etc.

Referring again to FIG. 2, in one embodiment the inven-
tion sends the customer code directly to the merchant site
140, as shown in item 208. In another embodiment, a code
confirmation site 130 is utilized (item 206). In this
embodiment, the customer code is directed to the code
confirmation site 130 instead of to the merchant site 140 by
the populator 118. The code confirmation site 130, con-
trolled by the credit agency, determines whether the cus-
tomer code has the proper format by allowing the credit
agency to periodically update or change the public keys
(e.g., the encryption and decryption codes). If the customer
code is determined to be improper by the code confirmation
unit 130, an error report is issued explaining that the
customer code is improper, as shown in item 212. If the
customer code is proper, it is sent to the merchant site 140
by the code confirmation unit 130, as shown in item 214.

Upon receipt of the customer code, the merchant site 140
forwards the customer code to the financial institution 150.
An important feature of the invention is that confidential
information is not provided to the merchant in unencrypted
form at any time. Thus, the merchant is relieved of the
responsibility for that information.
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As shown in item 218, the financial institution decrypts
the customer code. Next, while checking whether the credit
transaction is acceptable (e.g., whether the customer has
sufficient credit available), the financial institution also
compares, using the comparator 152, the shipping address to
which the goods are to be shipped against a historical
database of acceptable shipping addresses 154 that is pro-
vided to the financial institution by the credit agency 160.
This aspect of the invention prevents items from being
improperly diverted by criminals to addresses other than the
customer’s address.

In one embodiment of the invention, the customer is able
to establish multiple authorized shipping addresses directly
with the credit agency. These addresses may include such
alternatives as office or home. Each address is entered and
stored on the customer’s storage device with a separate
encryption sequence as a separate customer code. At the
time the customer is setting up new customer codes, new
authorized addresses for the customer are sent (via e-mail or
similar electronic transfer) directly from the customer com-
puter 100 to the credit agency 160 over the network 170 and
are augmented to the list of authorized addresses associated
with the customer in the credit agency’s 160 databases.

As shown in item 220, if the shipping address is consistent
with an address in the database 154 and the customer has
sufficient credit, a confirmation code, name, address, and
other required information is sent to the merchant 140, as
shown in item 224. In this instance, the term “consistent”
means that the two addresses must be substantially match-
ing. Thus, if a small portion of the street number or zip code
is incorrect or if the spelling of the street name is slightly off,
the transaction is approved and a corrected address is
provided to the merchant. However, if the shipping address
is directed to an address that is not consistent with an
authorized address for that customer (e.g. different state,
different city, different street, etc.), an error report is issued
to the merchant site 140 and an e-mail is sent to the customer
explaining the improper transaction.

Credit agencies currently use addresses to help determine
authorization; however, their criteria for what constitutes a
“consistent” address varies. The present invention creates a
system for eliminating error and fraud in these authoriza-
tions by “correcting” the address. It is then the merchant’s
responsibility to ensure that the product only ships to the
authorized or corrected address. This aspect of the present
invention adds a layer of security, allowing the customer to
“intercept” and return any unauthorized shipments.

In one embodiment of the invention, the customer uses the
“rule wizard” [314] to establish single transaction “rules.”
These variations might include setting limits to recurring
credit card charges (e.g., establishing the amount for
monthly charges to an ISP). The rules might also allow
setting a limit to the term of recurring charge (e.g., allowing
the recurring monthly ISP charges to be limited to a twelve-
month period). The rule might also allow the authorized
customer to temporarily add a “non-permanent” shipping
address, allowing the customer to send gifts, etc., to others.
The customer’s computer’s system identifier and password
are required to access the “wizard” for this non-recurring
change. Additionally, a confirmation of this shipment to a
non-authorized address is e-mailed to the customer so that
the customer may be alerted if a fraudulent transaction were
being attempted.

As mentioned above, the merchant site 140 preferably
includes an input field (which may be the current credit card
field) properly formatted to receive the customer code. The
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format of the input field is established by the credit agency
160 and is similarly required by the financial institution 150.
There are a relatively small number of national credit
agencies 160 (Visa®, MasterCard®, American Express®,
etc.). The credit agency 160 can generally dictate the format
of information that must be supplied by the more numerous
financial institutions 150 that deal with the credit agency
160. In turn, merchant sites 140 that desired to deal with the
financial institutions 150 must comply with the data format
requirements of the financial institution 150 (and, in turn, the
credit agency 160). Therefore, the invention is applicable to
a network that continually adds and drops large numbers of
merchant sites 140, such as the Internet. More specifically,
as merchant sites 140 are added to the network, each
merchant site 140 will comply with the requirements of the
financial institution 150 and will include the specialized
format of the customer code data field in their merchant sites
140. Therefore, the user should find the customer code data
field on the vast majority of Web sites that allow customer
purchases.

In other words, the invention works with the relatively
small number of national credit agencies 160 to establish a
format (that can potentially vary from credit card agency to
credit card agency) that will be made available by the
merchants 140. Because a limited number of credit agencies
160 control the majority of the online credit purchase
transactions, the format of the customer code input field will
be provided upon the vast majority of merchant sites 140.
Thus, the invention provides the user with access to virtually
all merchant sites 140 that desire to deal with financial
institutions (which is virtually all merchant sites that desire
to complete purchase transactions).

The credit agencies [160] are in the business of getting
customers to use credit (e.g., their credit cards). Where the
present invention creates security for the customer, together
with additional control and use features, the credit agencies
derive a promotional benefit for their credit facilities.
Moreover, these beneficial features do not require extra
steps. A benefit of the present invention is that it eliminates
steps that include repeated entry of customer information or
the posting of that information on third-party databases.

An important safety feature of the invention is that the
merchant site 140 never gains access to the customer’s
confidential information, such as credit card numbers. To the
contrary, the merchant site 140 only receives the encrypted
customer code from the customer 100 and the transaction
confirmation code (and possibly a corrected address) from
the financial institution 150. Therefore, if any of the fore-
going transactions over the network 170 are intercepted or if
the merchant site suffers an unauthorized access of its
records, the customer’s credit card information will be
secure.

Further, the invention avoids many of the problems asso-
ciated with conventional secured network transactions.
More specifically, all elements of the present invention must
be in place for a transaction to be completed. Conventional
systems provide one level of security to all transactions, so
that if a database is breached all of the records on that
“secured” site are accessible. The present invention protects
individual records creating an additional level of security.

The benefits that flow from the present invention, as
detailed above, include security to an individual customer’s
online credit and the customer’s control and flexible use of
that credit.

While the invention has been described in terms of
preferred embodiments, those skilled in the art will recog-
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nize that the invention can be practiced with modification
within the spirit and scope of the appended claims.

What is claimed is:

1. A method of securing transactions over a computer
network comprising:

encrypting customer information as customer codes on a

storage device on a customer computer, said customer
computer being connected to said computer network,
wherein said customer codes include encrypted identi-
fiers including a customer shipping address, and
wherein said customer shipping address comprises one
of a plurality of valid shipping addresses that depend
upon which customer code is supplied to said mer-
chant;

selecting one of a plurality of stored customer codes

having one of said plurality of valid shipping addresses;
supplying said selected customer code to said merchant in
a transaction over said computer network;

forwarding said customer code to a financial institution

over said computer network;
decrypting said customer code at said financial institution;
comparing, at said financial institution, said customer
shipping address with an authorized address of said
customer maintained by said financial institution; and

returning an authorization decision from said financial
institution to said merchant over said computer
network, wherein said authorization decision is
approved only if said customer shipping address and
said authorized address are consistent.

2. The method in claim 1, wherein said customer code is
stored on said storage device only in encrypted form.

3. The method in claim 1, wherein said customer code
includes encrypted credit card information.

4. The method in claim 1, further comprising passing said
customer code through an intermediate code confirmation
site on said computer network prior to forwarding said
customer code to said financial institution over said com-
puter network, said intermediate confirmation site confirm-
ing whether said customer code has a proper encryption
format.

5. The method in claim 1, further comprising encrypting
a plurality of said customer codes on said storage device,
wherein each of said customer codes includes a unique
payment method.

6. The method in claim 1, further comprising encrypting
a plurality of said customer codes on said storage device,
wherein a group of said customer codes identifies a single
credit organization for payment, wherein each customer
code in said group includes a different user name, and
wherein each customer code in said group includes a unique
credit limit.

7. The method in claim 1, wherein said supplying includes
entering a password on said customer computer to unlock
said customer code.

8. The method in claim 1, wherein entry of said password
allows rules to be established for each transaction, wherein
limits on transactional amounts and payment time frames
may be established.

9. A method of securing transactions over the Internet
comprising:

encrypting customer credit card information as customer

codes on a storage device on a customer computer, said
customer computer being connected to said Internet,
wherein said customer codes include encrypted identi-
fiers including a customer shipping address, and
wherein said customer shipping address comprises one
of a plurality of valid shipping addresses that depend
upon which customer code is supplied to a merchant;
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selecting one of a plurality of stored customer codes
having one of said plurality of valid shipping addresses;

supplying said selected customer code to said merchant in
a transaction over said Internet;

forwarding said customer code to a financial institution
over said Internet;

decrypting said customer code at said financial institution;

comparing, at said financial institution, said customer
shipping address with an authorized address of said
customer maintained by said financial institution; and

returning an authorization decision from said financial
institution to said merchant over said Internet, wherein
said authorization decision is approved only if said
customer shipping address and said authorized address
are consistent.

10. The method in claim 9, wherein said customer code is

stored on said storage device only in encrypted form.

11. The method in claim 9, further comprising passing
said customer code through an intermediate code confirma-
tion site on said Internet prior to forwarding said customer
code to said financial institution over said Internet, said
intermediate confirmation site confirming whether said cus-
tomer code has a proper encryption format.

12. The method in claim 9, further comprising encrypting
a plurality of said customer codes on said storage device,
wherein each of said customer codes includes a different
credit card number.

13. The method in claim 9, further comprising encrypting
a plurality of said customer codes on said storage device,

wherein a group of said customer codes identify a single
credit card for payment,

wherein each customer code in said group includes a
different user name, and

wherein each customer code in said group includes a
unique credit limit.

14. The method in claim 13, wherein said unique credit

limits include unique recurring periodic spending limits.

15. The method in claim 9, wherein said supplying
includes entering a password on said customer computer to
unlock said customer code.

16. A system for securing transactions over a computer
network, said system operating on a customer computer, said
system comprising:

an encrypter adapted to encrypt customer information as
customer codes on a storage device on said customer
computer, wherein said customer codes include
encrypted identifiers including a customer shipping
address, and wherein said customer shipping address
comprises one of a plurality of valid shipping addresses
that depend upon which customer code is supplied to a
merchant;

a graphical user interface adapted to select one of a
plurality of stored customer codes having one of said
plurality of valid shipping addresses:

a populator adapted to supply said selected customer code
to said merchant in a transaction over said computer
network;

wherein said merchant includes a network connection
adapted to forward said customer code to a financial
institution over said computer network;

wherein said financial institution decrypts said customer
code;

wherein said financial institution includes a comparator
adapted to compare said customer shipping address
with an authorized address of said customer maintained
by said financial institution;
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wherein said financial institution returns an authorization
decision to said merchant over said computer network,
and

wherein said authorization decision is approved only if

said customer shipping address and said authorized
address are consistent.
17. The system in claim 16, wherein said customer code
is stored on said storage device only in encrypted form.
18. The method in claim 16, wherein said financial
institution corrects errors in said customer shipping address
and returns a corrected address to said merchant.
19. The system in claim 16, wherein said customer code
includes encrypted credit card information.
20. The system in claim 16, further comprising an inter-
mediate code confirmation site external to said customer
computer and connected to said computer network, said
intermediate code confirmation she being adapted to receive
said customer code prior to forwarding said customer code
to said financial institution over said computer network, said
intermediate confirmation site being further adapted to con-
firm whether said customer code has a proper encryption
format.
21. The system in claim 16, wherein said encrypter is
further adapted to encrypt a plurality of said customer codes
on said storage device, wherein each of said customer codes
includes a unique payment system.
22. The system in claim 16, wherein said encrypter is
further adapted to encrypt a plurality of said customer codes
on said storage device, wherein a group of said customer
codes identify a single credit organization for payment,
wherein each customer code in said group includes a dif-
ferent user name, and wherein each customer code in said
group includes a unique credit limit.
23. The method in claim 22, wherein said unique credit
limit include unique recurring periodic spending limits.
24. The system in claim 16, further comprising a graphic
user interface adapted to receive a password on said cus-
tomer computer to unlock said customer code.
25. A method of securing transactions over a computer
network comprising:
encrypting customer information as customer codes on a
storage device on a customer computer, said customer
computer being connected to said computer network,
wherein said customer codes include encrypted identi-
fiers including a customer shipping address, and
wherein said customer shipping address comprises one
of a plurality of valid shipping addresses that depend
upon which customer code is supplied to a merchant;

selecting one of a plurality of stored customer codes
having one of said plurality of valid shipping addresses;

supplying said selected customer code to said merchant in
a transaction over said computer network;

forwarding said customer code to a financial institution

over said computer network;
decrypting said customer code at said financial institution;
comparing, at said financial institution, said customer
shipping address with an authorized address of said
customer maintained by said financial institution; and

returning a customer name, a customer shipping address,
and an authorization decision from said financial insti-
tution to said merchant over said computer network,
wherein said authorization decision is approved only if
said customer shipping address and said authorized
address are consistent.

26. The method in claim 25, wherein said customer
shipping address is previously established with, and stored
at said financial institution by the customer.

27. A method of securing transactions over the Internet
comprising:
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encrypting customer credit card information as customer
codes on a storage device on a customer computer, said
customer computer being connected to said Internet,
wherein said customer codes include encrypted identi-
fiers including a customer shipping address, and
wherein said customer shipping address comprises one
of a plurality of valid shipping addresses that depend
upon which customer code is supplied to a merchant;

selecting one of a plurality of stored customer codes
having one of said plurality of valid shipping addresses;

supplying said selected customer code to said merchant in
a transaction over said Internet;

forwarding said customer code to a financial institution
over said Internet;

decrypting said customer code at said financial institution;

comparing, at said financial institution, said customer
shipping address with an authorized address of said
customer maintained by said financial institution; and

returning a customer name, a customer shipping address,
and an authorization decision from said financial insti-
tution to said merchant over said Internet, wherein said
authorization decision is approved only if said cus-
tomer shipping address and said authorized address are
consistent.

28. The method in claim 27, wherein said customer
shipping address is previously established with, and stored
at said financial institution by the customer.

29. A system for securing transactions over a computer
network, said system operating on a customer computer, said
system comprising:

an encrypter adapted to encrypt customer information as
customer codes on a storage device on said customer
computer, wherein said customer codes include
encrypted identifiers including a customer shipping
address, and wherein said customer shipping address
comprises one of a plurality of valid shipping addresses
that depend upon which customer code is supplied to a
merchant;

a graphical user interface adapted to select one of a
plurality of stored customer codes having one of said
plurality of valid shipping addresses;

a populator adapted to supply said selected customer code
to said merchant in a transaction over said computer
network;

wherein said merchant includes a network connection
adapted to forward said customer code to a financial
institution over said computer network;

wherein said financial institution decrypts said customer
code;

wherein said financial institution includes a comparator
adapted to compare said customer shipping address
with an authorized address of said customer maintained
by said financial institution;

wherein said financial institution returns a customer
name, a customer shipping address, and an authoriza-
tion decision to said merchant over said computer
network, and

wherein said authorization decision is approved only if
said customer shipping address and said authorized
address are consistent.

30. The system in claim 29, wherein said customer

shipping address is previously established with, and stored
at said financial institution by the customer.
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